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Introduction

Olivia Bennett , Harry Collins , Amelia Price , Jack Foster1* 2 1 2

Online businesses increasingly rely on third-party digital payment providers to process customer payments,
authenticate transactions, manage settlement, handle disputes, and enable scalable digital commerce. This reliance is
often treated as a technical or operational arrangement rather than as a strategic dependency embedded in the firm’s
revenue architecture. Yet payment dependence can shape how firms access transaction data, control customer
experience, manage cash flow, and respond to disruptions.

The central problem addressed in this article is that digital payment providers simultaneously enable and constrain
online business ecosystems. They make commerce faster, more secure, and more scalable, but they also introduce
external control points into the customer journey and revenue process. When these control points are poorly
governed, firms may experience reduced transaction visibility, checkout friction, settlement uncertainty, and exposure
to provider decisions.

This article proposes the Digital Payment Dependence Model as an original conceptual framework for understanding
how dependence on external payment infrastructures creates three interconnected strategic risks. These are loss of
transaction control, customer friction at checkout, and revenue vulnerability. The model explains how these risks
reinforce one another and why payment dependence should be treated as a managerial concern rather than a back-
office technology issue.

The proposed model contributes to digital business and payment systems research by reframing payment
infrastructure as a strategic dependency within online business ecosystems. It shows that payment governance is not
limited to transaction fees or technical uptime, but extends to control, experience design, and revenue continuity. The
article concludes that managers should govern payment systems as strategic assets whose failure, concentration, or
misalignment can directly threaten business resilience.
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Digital Payment Dependence as a Business Problem

Digital payment providers have become deeply embedded in online business ecosystems because they allow firms to
accept payments across cards, wallets, mobile applications, and platform-mediated checkout environments. Research on
digital payments shows that adoption is shaped by perceived convenience, trust, security, and the ability of providers to
reduce transaction complexity for both customers and merchants [1]. This integration makes external payment systems
appear seamless, but the apparent simplicity of checkout often conceals a complex infrastructure of gateways,
processors, wallet providers, risk controls, authentication procedures, and settlement rules. The managerial challenge is
that the more seamless this infrastructure becomes, the easier it is for firms to overlook the dependence that supports
their revenue collection.

Payment partners enable online businesses to scale faster than they could through internally built payment capabilities
alone, especially when firms need cross-border acceptance, fraud protection, and compatibility with diverse customer
payment preferences. Studies of mobile payment and wallet adoption demonstrate that provider reputation, perceived
trust, privacy, and convenience influence both customer and merchant willingness to transact digitally [2-4]. However, the
same providers that enable transactions also shape transaction flow, customer interface design, data access, dispute
handling, and settlement timing. This creates a strategic puzzle: payment partners facilitate sales while simultaneously
becoming external control points within the firm’s value-capture process.

Existing research has produced valuable insights into digital payment adoption, online shopping convenience, mobile
wallet use, and e-commerce trust, but these strands remain insufficiently integrated from a strategic risk perspective. For
example, studies on checkout abandonment show that friction during the online purchase journey can weaken
conversion, while platform research highlights how dependence on external infrastructures can produce power
asymmetries and lock-in [5-7]. What remains underdeveloped is a conceptual account of how payment infrastructure
dependence links operational payment control, customer experience, and revenue exposure. This article addresses that
gap by positioning digital payment dependence as a distinct business problem in online ecosystems.

The aim of this article is to develop the Digital Payment Dependence Model, a conceptual model explaining how reliance
on third-party payment infrastructures generates three interconnected dimensions of risk. The first dimension is loss of
transaction control, where firms become dependent on provider rules, data structures, settlement processes, and
contractual terms. The second is customer friction, where payment flows introduce barriers that affect conversion and
customer experience; the third is revenue vulnerability, where provider disruption, concentration, or policy change
threatens income continuity [8-10]. By linking these dimensions, the article reframes payment infrastructure as a strategic
management issue rather than a narrow technical service.

Digital payment dependence refers to the reliance of an online business on external payment providers to process,
authenticate, hold, route, and settle customer payments. This dependence includes payment gateways, card processors,
digital wallets, mobile payment platforms, fraud screening systems, and platform-controlled checkout flows. Research on
mobile payment adoption shows that such systems are attractive because they reduce transaction effort and create
perceived convenience, but they also require firms and consumers to trust external intermediaries with sensitive financial
interactions [11, 12]. Dependence therefore begins as a solution to payment complexity but can evolve into a structural
reliance on external infrastructure.

The business problem emerges because payment infrastructure is directly connected to revenue capture, not merely to
operational support. When a firm depends on an external provider for payment authorization and settlement, the provider
becomes part of the firm’s revenue architecture and customer interface. Studies of merchant adoption indicate that
payment acceptance decisions are shaped by trust, perceived risk, provider capabilities, and the practical constraints
faced by merchants [3, 13]. These findings suggest that payment dependence is not neutral: it reflects the distribution of
power, information, and operational flexibility between the business and its payment intermediaries.
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Transaction Control and Payment Infrastructure

Digital payment dependence is strategically important because it may reduce a firm’s ability to manage customer
relationships directly. Payment providers can influence which payment methods are available, how authentication is
presented, what data are visible, and how disputes are resolved. Research on digital wallets and QR-code payment
systems shows that customers increasingly experience payment providers as part of the retail interface, meaning that
provider design choices can shape the perceived quality of the transaction itself [14, 15]. This makes payment
dependence especially significant in online ecosystems where checkout is often the final point at which customer
intention becomes revenue.

The three core dimensions of the problem are loss of transaction control, customer friction, and revenue vulnerability.
Loss of transaction control concerns the firm’s reduced authority over payment data, settlement timing, and transaction
rules; customer friction concerns the barriers introduced by payment flows; and revenue vulnerability concerns exposure
to disruptions, policy changes, fees, holds, or provider withdrawal. Platform dependence research indicates that firms
relying on external platforms may face power asymmetries and strategic constraints even when platform participation
initially supports growth [6, 7]. Digital payment dependence applies this logic to the payment layer of online commerce,
where dependence affects not only visibility but also cash flow and conversion.

Transaction control is the managerial capacity to observe, configure, govern, and intervene in the payment process that
converts customer intent into realised revenue. In digital payment ecosystems, this control is partly transferred to
gateways, processors, wallet providers, and platform checkout systems. Research on digital payment and banking
adoption shows that trust, perceived security, and convenience are central to user acceptance, but these same qualities
often depend on provider-controlled systems outside the merchant’s direct authority [1, 16]. The implication is that
transaction control becomes distributed across the business and its external payment partners.

A first control issue concerns data visibility and ownership. Payment providers may supply dashboards, summaries, fraud
indicators, and settlement reports, but firms may not receive full access to transaction-level data, authentication signals,
failure reasons, or customer payment preferences. Studies of e-commerce trust and mobile application customer
experience show that data-mediated interactions shape customer confidence and service quality, yet firms often depend
on external systems to generate and interpret those interactions [17, 18]. When payment data are incomplete or provider-
defined, managers may struggle to understand why customers abandon checkout, experience declines, or face
authentication problems.

A second control issue concerns contractual leverage and settlement authority. Payment providers can impose fee
schedules, reserve requirements, dispute procedures, account reviews, and settlement timelines that affect cash flow and
operating flexibility. Research on third-party payment platform risk highlights that these intermediaries can introduce
operational and governance risks through their control over platform rules, security procedures, and transaction handling
[19]. For smaller online firms, the asymmetry can be especially acute because the business may depend on the provider’s
infrastructure but lack the bargaining power to customise terms or negotiate exceptions.

A third control issue concerns the design of the payment flow itself, including redirects, embedded checkout screens,
authentication steps, wallet prompts, and payment-method availability. Customer experience research shows that
convenience and continuity influence online satisfaction, while cart abandonment research demonstrates that disruptions
in the shopping journey can weaken purchase completion [8, 20]. In this sense, transaction control is not merely about
back-end processing; it also includes the ability to design a low-friction, trustworthy, and brand-consistent payment
experience. Table 1 outlines the dimensions of transaction control affected by digital payment dependence.

Table 1. Transaction Control Dimensions in Digital Payment Dependence: Ownership, Visibility, and Contractual
Leverage
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Customer Friction and Checkout Failure

Transaction
control

dimension

How payment dependence
weakens managerial control

Strategic consequence for
online businesses

Relevant managerial question

Transaction
data ownership

Customer payment data, decline
reasons, authentication signals,

dispute records, and wallet-
specific behavioural data may

remain partly controlled or filtered
by the provider.

The firm has limited ability to
diagnose payment failure,

personalise checkout recovery,
or build independent customer

payment intelligence.

Does the firm receive enough
transaction-level data to

understand payment success,
failure, fraud review, and

customer payment preference
patterns?

Payment-flow
visibility

Redirects, wallet screens,
processor rules, and

authentication layers may occur
outside the firm’s fully observable

interface.

Managers may misinterpret
checkout abandonment as

general customer disinterest
rather than as payment-stage

friction or technical failure.

Can the firm identify exactly
where in the payment journey

customers abandon, fail
authentication, or switch

payment method?

Settlement
control

Settlement timing, reserve
policies, chargeback deductions,

rolling holds, and payout
interruptions may be determined

by the provider.

Cash-flow planning becomes
vulnerable to external rules,
creating liquidity pressure

when revenue is delayed or
withheld.

How dependent is operating
cash flow on the provider’s

payout schedule, reserve policy,
and dispute-management

process?

Contractual
leverage

Providers may alter pricing,
acceptable-use rules, service

terms, risk thresholds, or dispute
processes with limited negotiation

space for the merchant.

The business may face rising
costs or reduced service

access without sufficient ability
to renegotiate or switch

quickly.

Does the firm have contractual
protections, escalation routes,

and realistic alternatives if
provider terms change?

Payment-
method

configuration

The provider may limit available
cards, wallets, currencies, local
payment methods, or alternative

transaction routes.

The firm may lose customers
whose preferred payment

methods are unavailable or
poorly integrated.

Are payment methods selected
according to customer needs,

geographic markets, and
conversion data rather than

provider convenience alone?

Dispute and
chargeback
governance

Chargeback evidence formats,
dispute windows, fraud rules, and

appeal procedures may be
provider-defined.

The firm may lose revenue or
customer goodwill when

disputes cannot be managed
with sufficient transparency or

flexibility.

Can managers trace, contest,
and learn from disputes in ways
that improve both fraud control

and customer service?

Customer friction occurs when the payment stage interrupts the customer’s movement from purchase intention to
completed transaction. Digital payment studies show that customers value convenience, trust, privacy, and perceived
control, but these expectations can be weakened when payment flows require excessive authentication, account creation,
redirection, or unfamiliar wallet interfaces [4, 21]. In online business ecosystems, friction is especially damaging because
the checkout stage is not merely a technical endpoint but the moment at which customer motivation must be converted
into revenue. A payment provider that improves security while increasing complexity can therefore create a tension
between risk control and conversion performance.
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Revenue Vulnerability in Online Business Ecosystems

Payment-method fit is a central source of friction because customers differ in their preferred instruments, habits, and
expectations. Research on payment choice shows that transaction characteristics influence how consumers select
payment methods, while low-income and digitally constrained consumers may respond differently to payment formats and
perceived payment effort [22, 23]. If an online business depends on a provider that does not support locally preferred
methods, instalment options, digital wallets, or low-friction mobile flows, the firm may unintentionally exclude otherwise
willing buyers. This converts payment dependence into a market-access problem rather than only a checkout-design
problem.

Technical and procedural failures also contribute to checkout abandonment. Cart abandonment research shows that
customers may withdraw when the online purchase journey becomes confusing, risky, inconvenient, or misaligned with
their expectations [5, 20]. More recent work on cart abandonment further indicates that perceived risk and confusion can
mediate the relationship between online information environments and abandonment behaviour [24]. When payment
failures are opaque, customers may not know whether the problem lies with their bank, the merchant, the payment
provider, authentication rules, or a temporary system fault.

The long-term effect of checkout friction is not limited to a single lost transaction. Mobile payment research indicates that
continuous use depends on initial trust, perceived reliability, value, and customer involvement, which means that repeated
payment problems can weaken future willingness to return [16, 21]. For online businesses, this creates a conversion-
retention link: friction at checkout reduces immediate sales while also damaging customer lifetime value. Digital payment
dependence therefore shapes both transactional performance and relationship quality.

Revenue vulnerability refers to the exposure of online businesses to interruptions, delays, cost increases, or access
restrictions in the payment infrastructure through which income is collected. Third-party payment platforms can improve
efficiency and scalability, but they also create operational risk when firms rely on them for authorisation, settlement, fraud
control, dispute handling, and compliance screening [19]. The vulnerability is especially acute because payment
infrastructure is directly connected to cash inflow. If the payment layer fails, the business may continue to generate
customer demand while being unable to convert that demand into usable revenue.

One source of vulnerability is settlement uncertainty. Payment providers may delay payouts, hold funds, deduct
chargebacks, apply reserves, or subject transactions to risk review before funds become available to the merchant.
Studies of digital payment systems and consumer experience highlight the importance of reliability, security, and trust in
sustaining payment use, yet these same safeguards can create cash-flow constraints when provider risk controls override
merchant expectations [25, 26]. In this sense, protection mechanisms designed for system integrity may also increase
business exposure when they are opaque, slow, or difficult to contest.

A second source is concentration risk. If a firm depends heavily on a single payment provider, a provider outage, policy
change, fee increase, account suspension, or de-platforming event can disrupt revenue capture across the whole
business. Platform dependence research shows that firms operating through external digital infrastructures face power
asymmetries and strategic risks because critical rules may be controlled outside the firm [7, 8]. Payment dependence
intensifies this problem because the affected asset is not only visibility or market access but the firm’s ability to receive
money from customers.

Revenue vulnerability is aggravated when firms lack fallback payment routes, direct banking relationships, alternative
invoicing options, or internal knowledge of payment operations. Digital transformation research emphasises that digital
business innovation creates new opportunities but also new dependencies, governance challenges, and organisational
capability requirements [27]. For payment-dependent firms, the relevant managerial issue is whether payment
infrastructure has been governed as a resilience-critical system. Table 2 categorises sources and consequences of
revenue vulnerability from payment dependence.
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Proposed Digital Payment Dependence Model

Table 2. Revenue Vulnerability from Digital Payment Dependence: Risk Sources, Financial Impact, and Aggravating
Factors

Revenue
vulnerability

source

How the vulnerability
emerges

Direct financial
impact

Aggravating factors Managerial
implication

Provider
outage

The payment gateway,
processor, wallet, or
authentication layer

becomes unavailable
during trading periods.

Lost sales, failed
subscriptions, delayed

renewals, and
increased customer-

service costs.

Single-provider
dependence, no offline

fallback, weak monitoring,
and lack of rapid customer

communication.

Treat payment
uptime as a revenue-

continuity metric
rather than only an IT

performance
measure.

Funds hold or
rolling reserve

The provider delays or
withholds payouts

because of perceived
risk, disputes,

chargeback ratios, or
policy triggers.

Liquidity pressure,
delayed supplier
payments, payroll

stress, and reduced
working-capital

flexibility.

High transaction volume
volatility, limited cash
buffer, weak dispute

evidence, and unclear
reserve clauses.

Negotiate settlement
transparency and
maintain cash-flow

buffers linked to
payment risk

exposure.

Fee increase The provider changes
transaction fees,

currency-conversion
costs, dispute charges,

or premium-service
pricing.

Margin erosion, pricing
pressure, and reduced

profitability in low-
margin online

segments.

Low bargaining power,
lack of competing

providers, complex cross-
border payment mix, and
limited pricing flexibility.

Model fee sensitivity
and maintain

provider alternatives
before pricing

pressure becomes
urgent.

Chargeback
exposure

Provider-controlled
dispute rules determine
evidence requirements,
timelines, and liability

allocation.

Revenue reversal,
dispute fees, inventory

loss, and fraud-
management costs.

Digital goods, weak proof
of delivery, poor customer
communication, and high-

risk categories.

Integrate payment
dispute data into

fraud, service, and
customer-experience

governance.

De-platforming
or account
suspension

The provider withdraws
service access because

of risk review,
acceptable-use rules,

compliance concerns, or
policy interpretation.

Sudden inability to
accept payments,

revenue interruption,
reputational damage,

and emergency
switching costs.

Provider concentration,
unclear compliance

documentation, weak
escalation channels, and

absence of backup
payment rails.

Build contingency
payment routes and
monitor provider-rule

exposure as a
strategic risk.

Limited
payment-
method

coverage

The provider fails to
support payment options

expected in specific
markets or customer

segments.

Lower conversion,
reduced geographic

expansion, and missed
revenue from

otherwise willing
customers.

International growth,
mobile-first customers,

local wallet preferences,
and weak localisation

strategy.

Align payment-
method portfolio with
customer behaviour

and market-entry
strategy.
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The Digital Payment Dependence Model proposes that reliance on external payment providers generates revenue
vulnerability through two primary pathways: loss of transaction control and customer friction. Loss of transaction control
occurs when the firm has limited authority over data access, payment-flow design, settlement timing, dispute procedures,
or provider terms. Customer friction occurs when the payment experience becomes inconvenient, uncertain, restrictive, or
technically unreliable. Together, these pathways explain why payment dependence should be analysed as a strategic risk
system rather than as a narrow processing arrangement [1, 9, 19].

The first pathway moves from dependence to control loss and then to vulnerability. When payment providers intermediate
data, authentication, settlement, and dispute governance, managers may be unable to diagnose transaction failures,
forecast cash flow accurately, or respond quickly to provider changes [17, 18]. This control loss becomes revenue
vulnerability when the firm cannot prevent payment interruption, negotiate favourable terms, access sufficient transaction
intelligence, or redesign payment routes at speed. The pathway is especially relevant for firms whose online revenue is
concentrated through a small number of payment intermediaries.

The second pathway moves from dependence to customer friction and then to vulnerability. Payment providers influence
the checkout interface through supported methods, wallet prompts, authentication rules, redirects, error messages, and
technical reliability. Online shopping research shows that convenience, perceived risk, and customer mindset affect
whether shoppers complete or abandon the cart [5, 8, 20]. When provider-controlled payment flows create friction, firms
face lost conversion, lower repeat purchase, and weaker customer trust, all of which increase exposure to revenue
instability.

The model also includes feedback effects because vulnerability can deepen dependence. A firm experiencing failed
payments, declining conversion, or delayed settlement may lack the resources and operational slack needed to redesign
payment architecture. Platform and digital entrepreneurship research indicates that firms can become locked into external
infrastructures even when dependence produces strategic constraints [6, 7]. Table 3 presents the proposed Digital
Payment Dependence Model linking the three dimensions.

Table 3. Digital Payment Dependence Model: Constructs, Causal Pathways, and Feedback Effects

Model
construct

Conceptual definition Main causal
mechanism

Expected business
outcome

Feedback effect

Digital
payment

dependence

Reliance on external
providers for payment

processing, authentication,
settlement, dispute

handling, wallet access, and
transaction data.

The firm embeds third-
party payment

infrastructure into the
core revenue process.

Payment infrastructure
becomes strategically

central to revenue
continuity and customer

experience.

Greater dependence
may reduce incentives

or capacity to build
alternative payment

routes.

Loss of
transaction

control

Reduced managerial
authority over payment

data, payment-flow
configuration, settlement
timing, contractual terms,
and dispute procedures.

Provider rules and
systems define what

the firm can see,
change, negotiate, and

contest.

Lower diagnostic
capacity, weaker

bargaining position, and
reduced

responsiveness to
payment disruption.

Control loss limits the
firm’s ability to recover

when revenue
vulnerability
materialises.

Customer
friction

Checkout barriers arising
from authentication steps,
redirects, payment-method

mismatch, account

Provider-controlled
payment design

interrupts the
customer’s path from

Cart abandonment,
reduced conversion,

lower satisfaction, and
weaker customer

lifetime value.

Repeated friction
damages trust, making

future checkout
recovery more difficult.
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Managerial Response Strategies

requirements, errors, or
unclear failure messages.

purchase intention to
completed transaction.

Revenue
vulnerability

Exposure to revenue loss,
cash-flow delay, margin

erosion, or service
interruption caused by

provider disruption, policy
change, holds, fees, or de-

platforming.

Control loss and
friction jointly weaken

the firm’s ability to
convert demand into
accessible revenue.

Financial instability,
strategic fragility, and

dependence on
emergency payment

solutions.

Revenue stress may
prevent investment in

diversification or
internal capability

building.

Moderating
conditions

Business size, geographic
scope, regulatory

environment, product type,
transaction volume, and

customer payment
preferences.

These conditions
shape the intensity of
dependence and the

feasibility of mitigation.

Similar payment
architectures may

create different risk
levels across firms and

markets.

Firms in complex
markets may become
more dependent on

specialised providers,
increasing switching

difficulty.

Managerial
mitigation
capacity

The firm’s ability to audit,
diversify, negotiate, monitor,

and redesign payment
infrastructure.

Governance
capabilities convert

payment dependence
from an unmanaged

exposure into a
monitored strategic

risk.

Improved resilience,
lower friction, better

data use, and greater
revenue continuity.

Strong mitigation
capacity weakens the

negative feedback
loop between

vulnerability and
dependence.

Figure 1 presents the Digital Payment Dependence Model by showing how reliance on third-party payment
infrastructures generates loss of transaction control, customer friction, and revenue vulnerability.

Figure 1. Digital Payment Dependence Model: Pathways from Third-Party Payment Reliance to Transaction Control
Loss, Customer Friction, and Revenue Vulnerability

The first managerial response is provider diversification. Rather than relying on one gateway, wallet, processor, or
platform checkout system, firms can design a layered payment architecture that supports backup routing and market-
specific payment options. Research on mobile payments and digital wallet adoption suggests that customers differ in their
trust, convenience expectations, and preferred payment instruments, making a single payment route unlikely to serve all
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Limitations and Future Research

Conclusion

segments equally well [12, 14, 22]. Diversification should therefore be understood not only as risk reduction but also as
customer-experience adaptation.

The second response is the development of selective internal payment capabilities. Not every online business can build
full payment processing infrastructure, but many firms can strengthen internal competence in payment analytics,
chargeback management, failure diagnostics, settlement forecasting, and provider-performance monitoring. Digital
transformation research stresses that firms need organisational capabilities to manage digital dependencies, not merely
access to external technologies [27]. In payment governance, this means managers should understand how provider
rules affect revenue, data, risk, and customer experience.

The third response is payment-friction auditing. Firms should regularly test checkout flows across devices, regions,
payment methods, authentication scenarios, failed-payment cases, and returning-customer journeys. Customer
experience and cart abandonment research indicates that even small frictions can alter satisfaction and completion
behaviour, particularly when customers perceive risk, confusion, or inconvenience [8, 9, 24]. A payment-friction audit
should therefore connect technical monitoring with customer journey analysis, revenue analytics, and service recovery
design.

This article is conceptual and does not empirically validate the Digital Payment Dependence Model. Its contribution lies in
integrating literature on digital payments, customer experience, e-commerce trust, cart abandonment, and platform
dependence into a risk-oriented model of payment dependence. Because the underlying literature includes varied
contexts such as mobile wallets, online shopping, platform entrepreneurship, and payment adoption, the model should be
treated as a theoretical synthesis requiring future testing [2, 4, 6, 10]. Empirical research could examine whether loss of
transaction control and customer friction statistically mediate the relationship between provider dependence and revenue
vulnerability.

A second limitation is that the model is primarily oriented toward B2C online business ecosystems. Many of its
mechanisms may also apply to B2B commerce, subscription services, marketplaces, digital goods, creator platforms, and
cross-border merchants, but these contexts may involve different payment cycles, contract structures, invoicing practices,
and settlement risks. Future studies could compare card-based checkout, wallet-based payment, bank transfer, direct
debit, and invoice-based payment systems across business models [12, 15, 25]. Such work would clarify whether
payment dependence operates differently when the customer is an individual consumer, a platform participant, or an
organisational buyer.

A third limitation concerns regulation and emerging payment infrastructures. Regional rules on open banking, consumer
authentication, data protection, platform liability, and digital currency may alter how payment dependence is distributed
across firms, providers, banks, and regulators. Future research should examine whether central bank digital currencies,
account-to-account payment systems, embedded finance, and multi-provider orchestration reduce dependence or simply
shift it to new intermediaries [26, 28]. Longitudinal studies would be especially useful for understanding how firms adapt
after outages, fee changes, funds holds, or provider withdrawal.

This article proposed the Digital Payment Dependence Model to explain how reliance on third-party payment providers
creates interconnected risks in online business ecosystems. The model shows that digital payment dependence is not
merely a matter of transaction cost or technical convenience. It is a strategic condition that shapes transaction control,
checkout experience, and revenue continuity.
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