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Abstract

Digital businesses operate in an environment where competitive advantage increasingly depends on the ability to
respond to technological disruption, shifting customer expectations, ecosystem instability, cyber threats, and
operational shocks. Resilience in this context cannot be reduced to recovery after disruption, because digital firms
must also anticipate risk, adapt strategically, and preserve continuity across interdependent technological and
organizational systems. Existing resilience frameworks remain fragmented. Some emphasize agility and dynamic
capability development, while others focus on cybersecurity, platform strategy, business continuity, or organizational
learning as separate domains. This fragmentation limits understanding of how digital businesses actually withstand
disruption when market responsiveness, platform dependence, cyber exposure, and learning capacity interact
simultaneously. This article develops the Digital Business Resilience Framework as an original conceptual framework
for explaining resilience in digital business. The framework integrates four co-equal pillars: strategic agility, platform
dependence awareness, cyber risk management, and organizational learning. It argues that resilience emerges when
these pillars mutually reinforce one another rather than when they are managed as isolated capabilities. The
framework contributes to digital business and resilience scholarship by shifting attention from isolated adaptive
responses to systemic resilience architecture. It also offers managers a diagnostic lens for identifying weak points in
digital business resilience and for designing integrated practices that connect agility, platform governance, cyber
preparedness, and learning routines.
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| ntrod uction spreads across organizations [1]. As digital transformation
reshapes innovation and entrepreneurship, firms must

manage uncertainty that is simultaneously technological,
strategic, organizational, and institutional [2]. Traditional
business continuity planning is therefore insufficient when
disruption is embedded in the same digital systems that

Digital business resilience has become a central strategic
concern because firms increasingly compete through
digitally mediated products, platforms, infrastructures,
analytics, and ecosystem relationships. Digital
transformation changes not only how firms create value but
also how they become exposed to disruption, since
technological renewal can intensify dependency on external
infrastructures and accelerate the speed at which failure

enable growth.

The core problem is that resilience is often discussed
through a narrow lens of adaptation or recovery, even
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though digital businesses face disruptions that are systemic
rather than isolated. Strategic renewal capabilities allow
firms to sense and seize digital opportunities, yet the same
transformation processes can increase reliance on external
platforms, cloud services, data infrastructures, and
algorithmic intermediaries [3]. Digital transformation
research has shown that firms must coordinate strategy,
technology, organizational change, and customer value
creation, but resilience requires an additional focus on how
these elements remain functional under stress [4]. A digital
firm may be agile in market response while remaining
fragile in platform dependence, cyber exposure, or
organizational learning.

The resilience challenge is also intensified by the
platformization of business activity. Platform ecosystems
can expand market access, innovation capacity, and
coordination across distributed actors, but they also create
power asymmetries and dependency conditions that firms
may not fully control [5]. In digital platform-based
ecosystems, firms benefit from complementarities and
network effects, but they may also become vulnerable to
governance changes, technical outages, data restrictions,
or ecosystem instability [6]. Resilience must therefore
include awareness of where strategic flexibility is
constrained by dependence on external digital
architectures.

This article addresses this problem by proposing the Digital
Business Resilience Framework, an original conceptual
framework integrating strategic agility, platform dependence
awareness, cyber risk management, and organizational
learning. Prior resilience scholarship has emphasized
resilience as a capability that involves anticipation, coping,
and adaptation, yet these processes require
reinterpretation for digitally dependent business models [7].
Management research on resilience has also called for
more integrated frameworks that connect resilience to
organizational capabilities, strategic renewal, and
environmental turbulence [8]. The aim of this article is to
construct a framework that explains how digital businesses
become resilient when agility, dependency awareness,
cyber risk management, and learning are treated as
mutually reinforcing pillars.

Conceptual Gap

The first conceptual gap concerns the overextension of
strategic agility as a resilience explanation. Digital strategy
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research often presents agility, dynamic capabilities, and
business model innovation as means through which firms
respond to turbulent environments and renew competitive
advantage [9]. However, agility does not automatically
produce resilience if rapid strategic movement increases
exposure to unstable platforms, poorly governed data
flows, or under-secured digital infrastructures. A firm that
quickly seizes digital opportunities may simultaneously
deepen hidden dependencies that become visible only
during disruption.

The second gap concerns the separation of platform
dependence from organizational resilience. Platform
research has clarified how digital platforms reorganize firm
boundaries, ecosystem participation, and strategic control,
yet resilience models often understate the vulnerability
created when firms depend on platforms they do not own
[10]. Platform ecosystems may invert traditional firm control
by shifting critical innovation and access functions toward
external complementors and platform owners [11]. This
creates a resilience problem because firms can be
strategically agile within a platform ecosystem while
structurally constrained by policy changes, access rules,
data portability limits, or interface redesigns.

The third gap concerns the weak integration of cyber risk
and organizational learning into digital resilience theory.
Cybersecurity research increasingly recognizes cyber risk
as a managerial and organizational issue, not merely a
technical problem, but resilience frameworks still often treat
cyber risk as a protective layer rather than as a source of
organizational learning [12]. Cyber risk management
becomes strategically important when cyber incidents
disrupt operations, reputation, trust, and continuity, rather
than only information systems [13]. A synthesis is therefore
overdue because digital resilience requires a framework
that treats agility, platform dependence, cyber risk, and
learning as interdependent rather than sequential or
peripheral concerns.

Strategic Agility in Digital
Business

Strategic agility refers to the ability of a firm to sense
environmental change, seize emerging opportunities, and
reconfigure resources in response to shifting strategic
conditions. In digital business, this agility is closely tied to
dynamic capabilities because digital technologies alter the
speed, scope, and modularity of strategic action [3]. Firms
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undergoing digital transformation must continually renew
routines, structures, and resource commitments while
maintaining coherence in value creation [1]. Strategic agility
is therefore a foundational pillar of digital resilience
because it enables rapid interpretation and response when
disruption occurs.

Strategic agility also depends on the capacity to coordinate
business model innovation with organizational
transformation. Business model innovation research shows
that firms must redesign value creation, delivery, and
capture mechanisms when environmental conditions
change [14]. Digital transformation expands this challenge
by requiring organizations to align technology investments,
customer interfaces, data practices, and organizational
structures [4]. Resilience emerges when agility allows firms
not only to move quickly but also to redirect resources
without undermining continuity.

However, agility can become a source of fragility when it is
pursued without structural awareness. Digital innovation in
incumbent firms often involves competing concerns,
including experimentation, control, legacy constraints, and
strategic coordination [15]. Firms may respond quickly to
digital opportunities by adopting external platforms,
accelerating digital channels, or scaling data-intensive
processes, yet these choices can increase dependency
and cyber exposure if governance mechanisms lag behind
strategic action. In this sense, agility must be disciplined by
resilience logic rather than treated as an unconditional
good.

Strategic agility is best understood as a resilience capability
when sensing, seizing, and transforming are connected to
risk awareness and organizational learning. Dynamic and
integrative capabilities are especially important in digital
ecosystems because firms must profit from innovation while
managing interdependencies across partners, platforms,
and technological interfaces [6]. Table 1 summarises the
key dimensions and enablers of strategic agility for digital
resilience. The table clarifies that agility contributes to
resilience only when each capability is linked to continuity,
dependency awareness, and adaptive learning.

Table 1. Strategic Agility Dimensions for Digital Resilience:
Sensing, Seizing, and Transforming Capabilities

Contribt
to digi

Strategic
agility

Core meaning
in digital

Key
organizational

dimension

Sensing
digital
disruption

Seizing digital
opportunities

Transforming
organizational
resources

Coordinating
agility with
continuity

business

Detecting
changes in
technologies,
markets,
customer
behaviour,
regulation,
cyber threats,
and platform
conditions
before they
become critical
shocks

Mobilizing
resources to
respond to
emerging
digital
opportunities
or threats
through new
products,
processes,
partnerships,
or business
models

Reconfiguring
structures,
routines,
technologies,
and
capabilities to
sustain
adaptation
over time

Aligning rapid
adaptation with
business
continuity,
cyber
preparedness,
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enablers resilier
Environmental Improv
scanning, early wai
analytics capacity
capability, allows fi
customer to prep
feedback befor
systems, disrupt
platform escalal
monitoring,
cyber threat
intelligence,
boundary-
spanning
teams
Flexible Enabli
investment timel:
routines, rapid strate¢
decision respon
processes, while
Cross- preserv
functional competi
digital teams, relevar
modular durin
resource turbulel
allocation,
executive
sponsorship
Dynamic Conve
capability short-te
development, respon
process into duri
redesign, resilier
digital talent capabi
development,
governance
routines,
learning
repositories
Resilience Prever
governance agility fi
boards, undermi
continuity operatic
planning, stability
cyber-risk strate¢
integration, contint
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and platform platform
risk awareness  dependency
reviews,
scenario
planning
Embedding Using Post-incident  Strengtt
feedback into  disruptions, reviews, future
agility near-misses,  organizational sensin
and learning seizing,
implementation routines, transforr
outcomes to knowledge by turn
refine future codification, experie
strategic action  performance into
dashboards, capabi
adaptive
governance

Platform Dependence and
Vulnerability

Platform dependence is a structural condition in which a
digital business relies on external digital infrastructures,
marketplaces, cloud systems, app stores, social media
channels, data interfaces, or ecosystem rules to reach
customers and operate effectively. Platform and
infrastructure research shows that digital business activity
increasingly occurs through layered architectures that
connect firms to external technical and institutional
arrangements [16]. This creates strategic opportunity
because platforms expand scale, access, and innovation
capacity, but it also creates vulnerability because firms may
depend on systems whose governance, continuity, and
technical evolution they cannot control. Resilience therefore
requires more than agility; it requires explicit awareness of
where the firm’s digital value creation is externally
mediated.

Platform dependence becomes particularly important when
firms build business models around ecosystem
participation. Digital platforms shape boundaries between
firms, complementors, users, and infrastructure providers,
making strategic control more distributed and less internally
owned [17]. Firms may depend on platform interfaces,
ranking algorithms, access policies, data visibility, payment
systems, or third-party cloud services, and each
dependency can become a point of disruption. A platform
owner’s policy change, pricing revision, outage, or
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algorithmic adjustment can weaken a firm’s market access
even when the firm itself remains operationally capable.

The resilience implications of platform dependence are
especially visible in power asymmetries between platform
owners and dependent firms. Platform-dependent
entrepreneurs face risks linked to unequal bargaining
power, changing rules, limited appeal mechanisms, and
dependence on platform-mediated customer access [18].
These vulnerabilities show that digital resilience cannot be
reduced to internal resource flexibility, because many digital
firms are constrained by external governance structures.
Platform dependence awareness therefore becomes a
distinct pillar of the Digital Business Resilience Framework
rather than a subcomponent of agility.

Platform dependence awareness requires firms to map
their digital dependencies, assess exposure to platform
failure, and develop alternatives where possible. Research
on platform competition shows that digital markets are
shaped by platform positioning, ecosystem governance,
and control over interfaces, which means resilience
depends on understanding both technical and strategic
dependence [19]. Table 2 identifies the types of platform
dependence and their associated resilience vulnerabilities.
The table shows that platform dependence can affect
market access, operational continuity, data control,
strategic autonomy, and learning capacity.

Table 2. Platform Dependence and Vulnerability in Digital
Business: Types, Risks, and Resilience Implications

Type of Main source Resilience Business
platform of vulnerability impact duri
dependence dependence disruptio
Market Reliance on Loss of Revenue lo
access marketplaces, visibility, customer
dependence  app stores, ranking acquisitiol
search changes, disruption
platforms, or account weakene(
social media  suspension, brand reac
channels to access reduced
reach restrictions, strategic
customers sudden autonomy
policy
revisions
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Infrastructure  Reliance on Outages, Operationi
dependence cloud service downtime
providers, degradation, service
payment vendor lock- interruptiol
processors, in, limited delayed
hosting switching transaction
services, or capacity, customer
external cascading dissatisfacti
software technical
infrastructures failure
Data Reliance on  Data access Weakene
dependence platform- restriction, decision-
controlled portability making,
customer limits, reduced
data, analytics personalizat
analytics opacity, API impaired
dashboards, changes, learning frc
APIls, or data- loss of users anc
sharing customer markets
permissions insight
Governance  Exposure to Power Strategic
dependence platform rules, asymmetry, uncertaint
moderation  unpredictable  complianc
systems, enforcement, burden, sud
pricing opaque rule business mc
policies, changes, disruptior
algorithmic limited
governance, recourse
and dispute
procedures
Innovation  Dependence Innovation Delayed
dependence  on platform bottlenecks, product
tools, interface developme
developer redesign, increasec
ecosystems, compatibility adaptatiol
standards, or problems, costs, loss
technical dependency differentiati
roadmaps on platform
priorities
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Cyber Risk and
Organizational Learning

Cyber risk is a central source of digital business disruption
because it threatens operational continuity, data integrity,
customer trust, financial stability, and strategic reputation.
Cybersecurity challenges are increasingly tied to digital
transformation because expanded connectivity, cloud
adoption, platform participation, and data-intensive
processes enlarge the organizational attack surface [20].
Cyber risk therefore cannot be treated as a technical issue
managed separately from business strategy. In a digitally
dependent firm, cyber incidents can interrupt value creation
directly by disabling systems and indirectly by damaging
confidence in the firm’s digital capabilities.

The business impact of cyber risk is intensified by the
tension between security and agility. Digital firms often
accelerate innovation, platform integration, and customer-
facing experimentation, yet rapid change can outpace
governance, risk assessment, and security controls. Cyber
resilience research highlights that organizations must
manage cyber risk as part of broader resilience capability,
not only as a defensive compliance function [12]. This
means cyber risk management should be integrated into
strategic agility so that speed does not create unmanaged
exposure.

Organizational learning is the mechanism through which
cyber incidents, near-misses, and disruptions become
sources of strengthened resilience. Resilience research
emphasizes that firms adapt through experience, but
adaptation is not automatic; it requires routines for
interpretation, knowledge codification, and behavioural
change [21]. Organizational learning initiatives can help
firms convert disruption into improved routines, resource
use, innovation capacity, and environmental
responsiveness [22]. In the Digital Business Resilience
Framework, learning is not a final step after recovery but a
continuous process that improves agility, platform
awareness, and cyber preparedness.

Learning from cyber risk requires disciplined feedback
loops that connect incident response to future capability
development. Post-incident reviews, knowledge
repositories, scenario exercises, and cross-functional
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debriefings can transform localized experience into
organization-wide resilience knowledge [23]. Table 3 links
cyber risk exposure to organizational learning mechanisms
that build resilience. The table emphasizes that cyber
resilience depends not only on prevention and response
but also on whether organizations institutionalize what they
learn from disruption.

Table 3. Cyber Risk Management and Organizational
Learning: Incident Response, Learning Loops, and
Capability Enhancement

Cyber risk Immediate Organizational Capabili
exposure management learning enhance
concern mechanism througt
learning
Phishing, Preventing Behavioural Security
social unauthorized debriefings, awarenes
engineering, access and targeted employe
and limiting training vigilance
credential human-error updates, early
compromise vulnerabilities analysis of detectio
user decision routines
patterns,
reporting
culture
improvement
Ransomware Maintaining Post-incident Recover
and system continuity, recovery planning
disruption restoring analysis, redundan
systems, and backup testing design,
preventing reviews, operatior
operational continuity coordinati
paralysis simulation,
documentation
of response
bottlenecks
Data breach Protecting Root-cause Data
or privacy sensitive analysis, data-  governan
failure information,  flow mapping, accountab
meeting legal policy revision,  complian
obligations, knowledge learning
and sharing across
preserving legal, IT, and
trust business units
Platform or Managing Third-party Platforn
third-party risk incident review, depender
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security transferred dependency awarenes
failure through mapping, suppliel
vendors, vendor risk governan
cloud learning, contingen
providers,  contractual risk planning
and reassessment
ecosystem
partners
Repeated Identifying Near-miss Anticipatc
near-misses vulnerabilities reporting, learning
and weak before they pattern early warn
signals become analysis, threat  capabilit
major intelligence adaptive
incidents integration, governan
resilience
dashboard
review

Proposed Digital Business
Resilience Framework

The Digital Business Resilience Framework proposes that
resilience emerges from the interaction of four co-equal
pillars: strategic agility, platform dependence awareness,
cyber risk management, and organizational learning. This
framework extends prior resilience thinking by connecting
capability-based resilience with the distinctive
vulnerabilities of digital business environments [7]. It also
responds to calls for more dynamic perspectives on firm
resilience by showing how resilience is produced through
ongoing interaction rather than through a fixed stock of
resources [21]. The framework’s central claim is that no
single pillar is sufficient when digital disruption is systemic,
interconnected, and rapidly evolving.

Strategic agility enables firms to detect and respond to
change, but platform dependence awareness disciplines
agility by revealing where rapid digital expansion creates
structural exposure. Institutional perspectives on digital
transformation show that digital change is shaped by rules,
norms, and external arrangements, not only by internal
technological choice [24]. Platform dependence awareness
therefore helps firms identify whether a proposed digital
move increases exposure to external control, lock-in, or
ecosystem instability. When agility and platform awareness
are combined, firms become better able to grow digitally
without becoming unknowingly fragile.
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Cyber risk management prevents, contains, and recovers
from threats that could disrupt digital operations, while
organizational learning ensures that response experience
strengthens future resilience. Business continuity and
resilience management research emphasizes the need to
link preparedness, response, recovery, and adaptation into
a coherent management logic [25]. Organizational learning
deepens this logic by translating disruption into knowledge

that improves routines, governance, and strategic

interpretation. Cyber risk management without learning
remains reactive, while learning without cyber integration
may overlook one of the most consequential sources of

digital business disruption.

The framework also explains resilience as an emergent
property rather than a checklist. Organizational resilience
may improve service quality and continuity when resilience
capabilities are embedded across systems rather than
isolated within emergency planning [26]. Table 4 presents
the complete Digital Business Resilience Framework. The
table specifies each pillar, its role, its interconnections, and
the resilience outcomes produced when the four pillars

operate together.

Table 4. Digital Business Resilience Framework: Pillars,
Interconnections, and Resilience Outcomes

Framework Core function Key
pillar managerial
question
Strategic Enables the Can the firm
agility firm to sense respond
disruption, quickly without
seize losing strategic
opportunities,  coherence or
and transform continuity?
resources
under
changing
digital
conditions
Platform Identifies Which digital
dependence where value  dependencies
awareness creation could disrupt
depends on  the business if
external external

platforms,

Intercon
with «

pill

Reqt
platf
awarer
avoid
digital 1
cybe
manage
secure
chang
learni
improve
adapt

Shapes
decis
informs
risk asse
and pr
learning
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infrastructures, conditions after pl.
interfaces, change? rela
data access, disrug
and
ecosystem
rules

Cyber risk Prevents, Are cyber risks  Constra
management detects, integrated into  agility, |
contains, and business platfi
recovers from = strategy rather medi
cyber threats than treated operatic
that can only as gene
interrupt digital technical learning
operations issues? incider
and trust near-n
Organizational Converts Does the firm  Enhance
learning disruptions, systematically refil
failures, and learn from depen
near-misses  disruption and awarene
into improved change improve
routines, behaviour prepare
knowledge, accordingly? thro
and future feedbac

capabilities
Integrated Aligns the four  Are resilience Conr
resilience pillarsintoa  responsibilities, strat
architecture coherent metrics, and techr
system of routines platfori
diagnosis, coordinated leari
response, across the process
recovery, and organization? = one mal
renewal Sys!

Figure 1 presents the Digital Business Resilience
Framework, showing how strategic agility, platform

dependence awareness, cyber risk management, and
organizational learning interact to produce resilient digital

business outcomes.

Digital Business Resilience Framewor
.

the alignment of agilty, dep . cyber preparedness, and learning

Figure 1. Digital Business Resilience Framework:
Integrating Strategic Agility, Platform Dependence
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Awareness, Cyber Risk Management, and Organizational
Learning

Implementation Pathway for
Managers

Managers can implement the Digital Business Resilience
Framework by beginning with a four-pillar resilience audit.
This audit should assess whether the firm can sense and
respond to disruption, where it depends on external
platforms, how cyber risks are connected to business
impact, and whether learning routines convert incidents into
improved capabilities. Global platform and ecosystem
research suggests that firms must understand how platform
participation reshapes strategic options across markets and
institutional contexts [27]. A practical audit should therefore
examine both internal capabilities and external
dependencies.

The second step is to establish cross-functional resilience
governance. Digital resilience cannot be owned only by
strategy teams, IT departments, cybersecurity specialists,
or operational managers, because the four pillars cut
across organizational boundaries. A resilience team should
include strategy, technology, cybersecurity, legal,
operations, data governance, and business unit
representatives who can evaluate trade-offs between
speed, dependence, security, and learning. Research on
cyber risk and organizational turbulence indicates that
resilience depends on aligning risk management with
dynamic environmental conditions rather than treating risk
as static compliance [28].

The third step is to institutionalize learning loops and
dependency reassessment as recurring managerial
routines. Firms should conduct post-incident reviews,
platform dependency reviews, continuity simulations, and
cyber-learning exercises at regular intervals rather than
only after major failures. Digital innovation research shows
that incumbents must manage competing concerns over
time, which means resilience implementation should be
iterative rather than one-time [15]. The pathway moves
from diagnosis, to cross-functional coordination, to
embedded learning, so that resilience becomes part of
strategic management rather than a separate crisis
function.
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Limitations and Future
Research

The first limitation is that the Digital Business Resilience
Framework is conceptual and has not yet been empirically
tested. Although it integrates research on digital
transformation, platforms, cyber risk, resilience, and
learning, its proposed relationships require validation
through empirical studies across different digital business
contexts. Future research could examine whether firms with
stronger alignment among the four pillars recover faster
from cyber incidents, platform disruptions, or market
shocks. Such work would extend digital transformation
research by testing resilience as an outcome of integrated
capability architecture rather than as a general adaptive
orientation [4].

The second limitation is that the framework simplifies
complex interactions among agility, dependence, risk, and
learning. In practice, these pillars may conflict, because
rapid strategic agility can increase platform dependence,
stronger cybersecurity can slow experimentation, and
learning routines can become bureaucratic if poorly
designed. Future research should examine these trade-offs
and identify conditions under which one pillar strengthens
or weakens another. Research on digital platforms and
ecosystem organizing suggests that such relationships may
vary depending on platform governance, technical
architecture, and the firm’s position in the ecosystem [29].

The third limitation concerns contextual variation. The
framework may operate differently across industries, firm
sizes, regulatory regimes, and levels of digital maturity,
because a financial services firm, a digital marketplace
seller, a healthcare platform participant, and a
manufacturing firm using cloud infrastructure face different
resilience pressures. Future research should develop
measurement instruments for the four pillars and test them
through comparative case studies, surveys, and
longitudinal research designs. This would also help clarify
whether organizational learning moderates the relationship
between disruption exposure and resilience outcomes, as
suggested by research connecting learning, innovation, and
resilience under environmental dynamism [22].

Conclusion

This article proposed the Digital Business Resilience
Framework as an original conceptual framework that
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integrates strategic agility, platform dependence
awareness, cyber risk management, and organizational
learning. Its core contribution is to show that resilience in
digital business cannot be explained by adaptability alone.
Resilience emerges when firms combine speed,
dependency awareness, protection, and learning into a
coherent system.

The framework shifts digital resilience thinking away from
isolated tools, defensive checklists, or generic agility
narratives. It argues that digital businesses become
resilient when they understand how strategic choices,
platform architectures, cyber vulnerabilities, and learning
routines interact. In this view, disruption is not only a threat
to be survived but also a source of information that can
improve future capability.

For researchers, the framework offers a basis for empirical
testing, refinement, and measurement development. For
managers, it provides a diagnostic and implementation lens
for strengthening resilience across strategic, technological,
and organizational domains. Digital business resilience
should therefore be treated as a systemic, learning-centred
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capability that must be designed before disruption,
activated during disruption, and improved after disruption.
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